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I. Introduction
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In our presentation today we will focus on providing an overview of 

key national security regulatory developments that took place under 

the Trump Administration and discuss what changes we are likely to 

see under the new Biden Administration.  We will focus on the 

following areas:

• Committee on Foreign Investment in the United States (CFIUS) 

• Supply Chain Security

• Export Controls 

• Economic Sanctions and Related National Security Measures

Our Focus
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II. CFIUS and Foreign Investment
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• CFIUS is an inter-agency committee of the U.S. government that reviews foreign investment for national 

security concerns

• CFIUS can act to “mitigate” risk to “U.S. national security” that arises as a result of the covered 

transaction—block, condition, or unwind deals, including after the fact

• CFIUS jurisdiction historically was limited to review of transactions in which

− a foreign person

− could acquire control

− of a U.S. business 

• Historically voluntary filing regime offered incentive of “safe harbor”

• Created in 1988, statutory overhauls in 2007 and 2018

CFIUS in the Biden Administration—Quiet Continuity
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• Foreign Investment Risk Review Modernization Act (FIRRMA) was enacted in August 2018 with broad 

bipartisan support

− Maintains structure and focus of CFIUS on reviews of inbound investment

− Export Control Reform Act enacted to address outbound technology transfers

− CFIUS regulations implementing FIRRMA went into effect February and October 2020

• Statutory reforms driven in large part by concerns about Chinese investment and technology transfer

• Key changes include:

− Expands CFIUS jurisdiction—real estate, non-controlling minority investments

− For first time, mandates certain filings with CFIUS with penalties for failing to file

− Provides for filing fees

− Establishes formalized mechanisms for coordinating with allies

CFIUS in the Biden Administration—Quiet Continuity
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• Expansion of CFIUS jurisdiction: 

− Real estate transactions – Sale, lease or concession near sensitive U.S. government facilities or that involve air or 

maritime ports

− Non-controlling investments (“covered investments”) in high-risk sectors where foreign party will receive 

certain rights, access or involvement:

• critical technology

• critical infrastructure

• sensitive personal data

• Mandatory filing requirements for:

− certain transactions involving “substantial” foreign government interest 

− transactions involving critical technologies

• “White list” countries and excepted investors

• Dual-track filing process allows voluntary “declarations” with shorter timelines

• Increasing interconnection between CFIUS and export-control regime

CFIUS in the Biden Administration—Quiet Continuity
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Poll Question 1:  Have you been 

involved in a CFIUS filing before?

a.  No.

b.  Yes, and it was a mandatory declaration.

c.  Yes, and it was a voluntary declaration.

d.  Yes, and it was a full joint voluntary notice. 

(Almost any filing prior to November 10, 2018, would 

have been a voluntary notice.) 

e.  Prefer not to respond.
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• Final regulatory change to implement FIRRMA modified the criteria for mandatory filings, effective 

October 15, 2020

• Mandatory filing requirement for certain foreign investments in U.S. businesses involved with critical 

technologies

• Applies to any transaction subject to CFIUS jurisdiction involving a U.S. business that: 

− “produces, designs, tests, manufactures, fabricates, or develops” one or more critical technologies for which 

− a “U.S. regulatory authorization” would be required for the export, reexport, transfer (in-country), or retransfer of 

such critical technology to 

− the foreign party or certain parties in the chain of ownership of the foreign party

• This change moved from a test focused on an assessment of sensitive industries relying on a list of North 

American Industrial Classification System (NAICS) Codes to a system relying on U.S. export control 

licensing requirements.

• Limited license exceptions apply – e.g., License Exception ENC, if procedural steps are met

Mandatory CFIUS Fil ings for Crit ical Technologies
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• Defined by reference to lists of technologies maintained by other U.S. government agencies, particularly 

agencies administering export controls:

• Additional rulemakings forthcoming on “emerging and foundational technologies”

“Crit ical Technologies”

Critical Technologies

o Defense articles or defense services included on the United States Munitions List (USML) set forth in the International Traffic in 

Arms Regulations (ITAR) (22 CFR parts 120– 130)

o Items included on the Commerce Control List (CCL) set forth in Supplement No. 1 to part 774 of the Export Administration 

Regulations (EAR) (15 CFR parts 730–774), and controlled—(1) Pursuant to multilateral regimes, including for reasons relating 

to national security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or (2) For

reasons relating to regional stability or surreptitious listening

o Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by 10 

CFR part 810 (relating to assistance to foreign atomic energy activities)

o Nuclear facilities, equipment, and material covered by 10 CFR part 110 (relating to export and import of nuclear equipment and 

material)

o Select agents and toxins covered by 7 CFR part 331, 9 CFR part 121, or 42 CFR part 73
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• Sensitive personal data includes:

(a) the results of an individual’s genetic tests; and

(b) identifiable data that is maintained or collected by a U.S. business that:

• targets or tailors products or services to any U.S. government agency with intelligence, national security, or 

homeland security responsibilities, or to personnel and contractors thereof; or 

• has maintained or collected any of the following categories of data on greater than one million individuals over 

the preceding 12 months; or 

• has a demonstrated business objective to maintain or collect such data in certain specified categories

• Excludes data of the U.S. business’s own employees and public records

“Sensitive Personal Data”
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• Covered categories of information:

1. Financial data that could be used to analyze or determine financial distress; 

2. The set of data in a consumer (credit) report; 

3. Data in an application for insurance; 

4. Data relating to the health of an individual; 

5. Non-public electronic communications by users of a U.S. business’s products or services if a primary purpose of the product is to 

facilitate communications;

6. Geolocation data collected using positioning systems; 

7. Biometric data;

8. Data for generating a state or federal government ID card;

9. Data concerning U.S. government personnel security clearance status; or 

10. Data in an application for a personnel security clearance or for employment in a position of public trust

• Focus on foreign involvement in “the use, development, acquisition, safekeeping, or release of sensitive personal data of 

U.S. citizens maintained or collected by the TID U.S. business”

“Sensitive Personal Data” (Cont’d)
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• Critical infrastructure:  defined as “systems and assets, whether physical or virtual, so vital to the United 

States that the incapacity or destruction of such systems or assets would have a debilitating impact on national 

security”

• Covered investment critical infrastructure:

− Subset of critical infrastructure for which performance of certain functions (e.g., own, operate, service or 

manufacture) will constitute a TID U.S. business

− Defined as the systems and assets identified in the newly-created Appendix A to part 800, which includes assets in 

sectors such as:  telecommunications, energy, transportation, financial systems, and defense industrial base 

manufacturing

− To be a TID U.S. business, a company must perform the specified functions for listed infrastructure as identified in 

Appendix A to part 800, e.g.:

“Crit ical Infrastructure” and “Covered Investment Crit ical Infrastructure”
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Covered Investment Crit ical Infrastructure

Examples of Covered Investment Critical Infrastructure

• Certain internet protocol networks • Refineries with capability to produce 300,000 or more barrels per day 

(BPD) of refined oil or gas

• Telecommunications services or fiber optic cable serving listed military 

installations

• Crude oil storage of 30 million barrels or more

• Submarine cable systems and related data centers • Certain LNG import and export facilities, natural gas underground 

storage, and LNG peak shaving facilities

• Satellite systems that provide services to DoD • Certain interstate oil and natural gas pipelines

• Suppliers of supply sole source or long lead products for major 

defense acquisition programs

• Certain financial market utilities

• Facilities that manufacture specialty metals (manufacture) • Exchanges registered under the Securities Exchange Act of 1934

• Certain businesses that support DoD • Certain airports

• Any electric resource that is connected to the bulk power system • Certain maritime ports and terminals at such ports

• Certain systems for the generation, transmission, distribution, or 

storage of electric energy

• Any rail line in DoD’s Strategic Rail Corridor Network

• Systems that supply power to DoD facilities • Public water systems serving 10,000+ people or a DoD facility

• Certain electric storage resources • Industrial control systems used by the power systems, pipelines and 

water systems identified above (manufacture or service)
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• Increased emphasis on enforcement and monitoring

− FIRRMA provided additional resources to CFIUS and increased focus on non-notified transactions

− FIRRMA also expanded authority regarding monitoring of compliance with mitigation agreements

− Many companies have received inquiries from CFIUS about past transactions

• Overlap between CFIUS process and economic sanctions regimes

− Traditional use of CFIUS diligence process to probe foreign company’s compliance with U.S. sanctions regimes

− Increased focus on foreign acquirer’s business or other relationships with China

CFIUS in the Biden Administration—Quiet Continuity



Confidential & Proprietary ©2021 Vinson & Elkins LLP  velaw.com 17

Continuity?

• Continued focus on foreign investment reviews, including scrutiny of Chinese investment

• Continued scrutiny of non-notified transactions

• Incremental refinements to 2020 regulations driven by experience, not politics

Change?

• Return to strict confidentiality for CFIUS reviews and resolutions

− Public statements by President Trump and high-ranking officials regarding ByteDance/TikTok divestment

− Impact of timing and publicity on CFIUS reviews

• More targeted focus on national security mission?

− Statements by President Trump that U.S. should get “large percentage of sale price” from TikTok divestment

• Use of rulemaking authority under Export Control Reform Act to expand scope of CFIUS (“emerging and 

foundational technologies”)

CFIUS in the Biden Administration—Continuity and Change?
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III. Supply Chain Security
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• Biden Administration plans to target and address supply chain vulnerabilities across a range of critical 

products, including:

− Medical supplies and equipment

− Energy and grid resilience technologies

− Semiconductors

− Key electronics and related technologies

− Telecommunications infrastructure, and 

− Key raw materials

• Biden will institute an “ongoing, comprehensive government-wide process to monitor supply chain 

vulnerabilities” with a goal of “broad-based resilience” rather than “pure self-sufficiency”

• Biden will initiate this process with a 100-day review upon taking office to identify national security risks

• He also will ask Congress to enact a mandatory quadrennial Critical Supply Chain Review to make the 

review process permanent

• Biden plans to use the Defense Production Act to rebuild domestic manufacturing capacity in critical 

supply chains (including for pandemic response)

Biden Administration Plans to Secure the Supply Chain



Confidential & Proprietary ©2021 Vinson & Elkins LLP  velaw.com 20

• EO 13920, May 1, 2020, "Securing the United States Bulk-Power System" (BPS)

− Authorizes U.S. Secretary of Energy to work with Federal partners and the energy industry to secure America’s 

Bulk-Power System

• On December 17, 2020, Energy Secretary issued a prohibition order related to the EO, “Prohibition Order 

Securing Critical Defense Facilities” 

− Applies to certain utilities and specific BPS equipment from China that poses an undue risk to the BPS, the security 

or resilience of critical infrastructure, the economy, or national security—effective January 16, 2021

− Prohibits these facilities from purchasing and installing certain equipment from China

• An RFI for proposed rulemaking closed on August 24, 2020—we expect the Biden Administration will 

proceed to issue regulations that:

− Prohibit any acquisition, importation, transfer, or installation of BPS equipment that poses an undue risk to the BPS, 

the security or resilience of U.S. critical infrastructure or the U.S. economy or U.S. national security

− Establish criteria for recognizing particular equipment and vendors in the BPS electric equipment market as “pre-

qualified” for future transactions

− Require the identification of prohibited BPS equipment already in use, allowing the government to develop 

recommendations to identify, isolate, monitor, and replace this equipment as appropriate

Trump Administration Actions to Protect U.S. Supply Chain –

Bulk-Power System
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• EO 13873, May 15, 2019 “Securing the Information and Communications Technology and Services 

[ICTS] Supply Chain”

− Declared a national emergency with respect to threats from foreign adversaries against ICTS in the United States

− Broad authorization to Commerce to prohibit certain transactions involving ICTS from “foreign adversaries” that 

pose an unacceptable risk to U.S. national security

• November 2010 Commerce issued broad and vague proposed rule to implement the ICTS EO

− Proposed rule set forth processes for evaluating and assessing ICTS transactions and how parties would be notified

• January 19, 2020, Commerce Issued Interim Rule to Security the ICTS Supply Chain

− Effective March 22, 2021 (60 days from publication)

− Within 60 days, Commerce intends to publish procedures for parties to seek a license 

− Within 120 days the licensing process will go into effect

− Identifies six foreign governments or persons as “foreign adversaries”

• China, Russia, Iran, North Korea, Cuba, Maduro Regime in Venezuela

Trump Administration Actions to Protect Supply Chain – Information and 

Communications Technology and Services 
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− “ICTS Transaction” defined to include (1) “ongoing activities, such as managed services, data transmission, 

software updates, repairs, or the platforming or data hosting of applications for consumer download;” and (2) “any 

other transaction, designed or intended to evade or circumvent the application of the Executive Order.

− Scope of ICTS technologies included in rule: 

1. ICTS used in a critical infrastructure sector under Presidential Policy Directive 21;

2. Software, hardware, or any other product or service (“Items”) integral to wireless local area networks, mobile networks, satellite 

payloads, satellite operations and control, cable access points, wireline access points, core networking systems, or long- and 

short-haul systems;

3. Items integral to data hosting or computing services that uses, processes, or retains, or is expected to use, process, or retain, 

sensitive personal data on greater than one million U.S. persons at any point in twelve months; 

4. Certain ICTS products which greater than one million units have been sold to U.S. persons at any point over the twelve months

prior to an ICTS Transaction; 

5. Software designed primarily for connecting with and communicating via the internet and in use by greater than one million U.S. 

persons at any point over the twelve months; and

6. ICTS integral to AI and machine learning, quantum key distribution, quantum computing, drones, autonomous systems, or 

advanced robotics.

Trump Administration Actions to Protect Supply Chain – Information and 

Communications Technology and Services, Cont’d
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• July 10, 2020, Federal Acquisition Regulatory (FAR) Counsel released an interim rule amending the FAR 

to prohibit federal agencies from contracting with companies that use certain telecommunications 

equipment produced by Huawei and ZTE or video surveillance and telecommunications equipment 

produced by Hytera, Hangzhou Hikvision, Dahua or their affiliates.

• Rule implements the statutory requirements against federal use of such items in Section 889 of the 

FY2019 NDAA.

• Interim rule took effect August 13, 2020

• Rule includes a discretionary process for agencies to issue waivers for entities not in compliance

Section 889 Prohibit ions on Government Use of Telecom Equipment and 

Services from Certain Chinese Companies
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IV. Export Controls
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Poll Question 2:  Do you know if 

your company’s products and 

technology are controlled for 

export from the United States?

a.  Yes, they are.

b.  No, they are EAR99.

c.  I don’t know.
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• Trump Administration has used U.S. export control policy as significant tool in the power struggle 

between the U.S. and China 

− Significant use of Entity List for Huawei and other Chinese entities

− December 18, 2020 BIS added Semiconductor Manufacturing International Corp. (“SMIC”) and others to Entity List

− Other measures discussed below

• Biden likely to continue to use export controls as critical part of the Administration’s foreign policy to take 

strong stance against China

• Biden also likely to work with allies against China and seek a more multilateral approach 

U.S. Export Controls – Continuity with More Mult i lateral Approach 
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• July 14, 2020 Presidential Executive Order (“EO”) 13936 on Hong Kong Normalization

− In response to China’s imposition of national security legislation on Hong Kong, President Trump took action to 

reduce the preferential treatment of Hong Kong under U.S. law

• BIS – EAR Actions

− Suspended license exceptions that granted Hong Kong greater flexibility than China

− Revoked licenses approved for crime control items going to Hong Kong and reviewed other licenses

− December 23, 2020, BIS amended the EAR to remove Hong Kong as a separate destination on the Commerce 

Country Chart and other places in the EAR

− Certain China-specific licensing policies now apply to Hong Kong and the China Military End Use and End User 

restrictions apply to Hong Kong

• DDTC - International Traffic in Arms Regulations (“ITAR”) Actions

− Hong Kong is now treated like China under the ITAR and is treated as a 126.1 Country

− U.S. ceased exports of defense articles to Hong Kong

• Given recent developments we do not expect the Biden Administration to reverse this approach 

Treatment for Hong Kong Under U.S. Export Controls
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• June 29, 2020, Commerce expanded restrictions on exports and reexports of items subject to the EAR 

for “military end use” and “military end users” in China, Russia, and Venezuela

− Expanded licensing requirements to China for certain low-sensitivity items where the exporter has knowledge that 

the item, in whole or in part, will go to a Chinese military end user.  These requirements already applied to Russia 

and Venezuela

− Broadened list of low-sensitivity items that require a license.  Items are identified in Supplement No. 2 to Part 744 

(e.g., adds low-end semiconductors, encryption)

− Expanded definition of “military end use” to include any item that “supports or contributes to the operation, 

installation, maintenance, repair, overhaul, refurbishing, ‘development,’ or ‘production,’ of military items” described 

on the USML, or items classified under certain ECCNs

− Any military end use by the entity can make it a military end user

− Established a presumption of denial policy for license applications for exports of the items in Supplement No. 2 to 

China, Russia and Venezuela when those items are intended for military end use or a military end user

Expanded “Mil itary End Use” Rule for China, Russia, and Venezuela
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• On December 22, 2020, Commerce published a Military End User list (the “MEU List”) in the Federal 

Register identifying Chinese and Russian companies deemed to be military end users

− Contained non-exhaustive list of 103 companies (58 Chinese and 45 Russian) and is intended to aid exporters in 

screening their customers for military end users

− Not to be confused with DoD’s List of Communist Chinese Military Companies, which is based on different criteria 

and may constitute a red flag for military end user concerns in due diligence process

• The entities on the MEU List are those the Government has determined to represent an “unacceptable 

risk of use in or diversion to a ‘military end use’ or ‘military end user’ in China, Russia, or Venezuela”

• Government may update the MEU List pursuant to a determination by the End-User Review Committee

Expanded “Mil itary End Use” Rule – The Mil itary End User List
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• Initial rule published by BIS in May 2020 and became effective in July 2020

− Added Footnote 1 to the Entity List imposing a control on the foreign direct product of technology or software 

subject to the EAR or produced by a plant or major component of a plant located outside the U.S. that is a direct 

product of U.S.-origin technology or software, and specifying entities identified on the Entity List that may have a 

prohibition or license requirement based on the Foreign Direct Product Rule

− Huawei and its affiliates were the target of the change

• August 2020 BIS expanded Foreign Direct Product Rule

− Expanded export control restrictions on certain non-U.S. items reexported, exported from abroad, or transferred (in-

country) to Huawei and its affiliates listed on the Entity List (i.e., no longer requires the items to be produced or 

developed by Huawei or to be the direct product of technology or software produced or developed by Huawei)

− Requires a license when there is knowledge that the item will be incorporated into a product that is produced, 

purchased or ordered by a footnoted entity on the Entity List, or that entity is a party to the transaction (regardless 

of the party’s role in the transaction; e.g., Entity List party could be the purchaser, intermediate consignee, etc.).

− What is the foreign direct product – the direct product of specific software or technology in the footnote.  Also 

captured if the product is a product of a plant that is a foreign direct product.

• Presumption of denial, but in some cases this can be overcome to obtain a license  

• December 18, 2020, BIS issued FAQs for Foreign Direct Product Rule changes

Foreign Direct Product Rule Changes Target Huawei
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• The Export Control Reform Act of 2018 (“ECRA”) requires interagency process led by Commerce 

Department to identify and place export controls on “emerging” and “foundational” technologies

• November 2018 Advance Notice of Proposed Rulemaking (“ANPRM”) sought comment on broad range 

of 14 categories of potential emerging technologies, including:

(1) biotechnology; 

(2) artificial intelligence (“AI”) and machine learning;

(3) robotics; and

(4) advanced surveillance technologies.

• New rules on emerging technologies expected to be narrowly tailored

• Commerce has implemented a handful of rules identifying discrete emerging technologies, including:

− January 2020 – first AI control is narrowly tailored to software analyzing geospatial imagery using AI technology 

− June 2020 – chemical weapon precursors and biological agents and equipment

− October 2020 – technologies related to semiconductor manufacturing and development, surveillance equipment 

and certain spacecraft

• Progress on foundational technologies has been slower.  Commerce published ANPRM in August 2020.  

Emerging and Foundational Technologies
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V. Sanctions
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• U.S. economic sanctions programs are implemented and administered by OFAC, an office with 

the Treasury Department’s Office of Terrorism and Financial Intelligence

• These sanctions programs focus on foreign policy and national security goals

• Various authorities provide the legal bases for OFAC’s sanctions programs

− Presidential national emergency and wartime powers statutes

• International Emergency Economic Powers Act, 50 USC. §§1701-06 (IEEPA)

• Trading With the Enemy Act, 50 USC. App. §§ 1-44 (TWEA)

− Authority from specific legislation, e.g.:

• Foreign Narcotics Kingpin Designation Act, 21 USC 1901-1908, 8 USC 1182

• Antiterrorism & Effective Death Penalty Act, 8 USC 1189, 18 USC 2332d & 18 USC. 2339B

• Syria Accountability & Lebanese Sovereignty Restoration Act of 2003, Public Law 108-175

Office of Foreign Assets Control (OFAC)
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• Generally, an event or activity somewhere in the world leads to an Executive Branch concern 

involving U.S. national security or foreign policy interests, e.g.—

− Nuclear or missile proliferation

− Human rights abuses

− Interference with democratic processes

• Most sanctions are imposed by Executive Order 

− President declares a national emergency, to address an unusual and extraordinary threat, which has 

its source in whole or substantial part outside the US, to the national security, foreign policy, or 

economy of the United States

− This declaration is a requirement for invoking IEEPA authority

How Does an OFAC Sanction Program Begin?
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• U.S. economic sanctions programs apply to all U.S. persons, wherever located

• Oftentimes, the sanction prohibits U.S. persons (individuals and companies) from engaging in 

business activities with the sanctioned country or person

• The effect is to cut the sanctioned country or person off from U.S. commerce

• In some instances, sanctions programs—or aspects of a sanction program—apply 

extraterritorially (to non-U.S. persons)

• U.S. economic sanctions can affect a specific business activity or transaction

− Transactions and activities involving designated persons

− Sale of equipment or services

− Projects in or near sanctioned locations

• Violations of a sanction can lead to criminal or substantial civil liabilities

The Relevance of U.S. Sanctions
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• Balkans-related

• Belarus

• Burundi

• Countering America’s Adversaries 

Through Sanctions Act of 2017

• Central Africa Republic

• Chinese Military Companies Sanctions

• Narcotics Trafficking

• Counter Terrorism

• Cuba

• Cyber-related

• Democratic Republic of the Congo-

related

• Foreign Interference in a United 

States Election Sanctions

• Global Magnitsky

• Diamond Trading-related

• Hong Kong-Related Sanctions

• Iran

• Iraq-related

• Lebanon-related

• Libya-related

• Magnitsky

• Mali-related

• Nicaragua-related

Targeted Countries, Governments & People

• Non-Proliferation

• North Korea

• Somalia

• Sudan (Darfur conflict)

• South Sudan-related

• Syria & Syria-related

• Ukraine/Russia-related

• Venezuela-related

• Yemen-related

• Zimbabwe

Programs are added and eliminated as U.S. foreign policy and national security issues develop, and as targeted countries, governments 

and people modify their behavior and activities
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Poll Question 3:  Which country is 

the most significant to you or your 

business with respect to U.S. 

sanctions policy?

a.  China

b.  Russia

c.  Iran

d.  None of the above 
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• China is a massively powerful, complicated and ever-changing global actor – Executive Branch sanctions decisions 

have enormous significance

• President Trump viewed China as the biggest threat to the United States

− The Trump Administration issued EOs targeting China, implemented sanctions programs targeting China and developed new export-

control/sanctions-related regulations targeting China

− These actions were focused on battling China in a trade war and protecting U.S. national security from nefarious Chinese activities

• Some pundits say that President Biden views Russia as the biggest threat to the United States and China as the 

United States’ biggest competitor

• Despite differences in the perspectives of Trump and Biden about China, there is bipartisan agreement that strong 

measures are needed to combat Chinese threats to U.S. national security

• We expect the Biden Administration to continue to place substantial emphasis on China

− This is especially the case from a national security perspective  

− On the Trade War that developed under the Trump Administration, Biden has been quoted saying things like, the United States must

“write the rules of the road for the world or China [will]” 

− We expect Biden to try to assemble European and Asian allies to employ strategies to combat China’s trade and intellectual property 

abuses

China—Overview 
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• July 14, 2020 Presidential Executive Order (EO) 13936 on Hong Kong 

− Suspends certain laws differentiating Hong Kong from Mainland China—immigration, munitions list exports and other controlled 

exports, imports and markings laws; and blocked property of persons deemed to be involved in arresting or detaining individuals 

involved in Mainland China’s repression and takeover of Hong Kong

• November 12, 2020 EO 13959 addressing investments in Communist Chinese Military Companies

− Prohibits U.S. persons from investing in designated Communist Chinese military companies; amended as recently as January 14, 

2021 and the subject of recurring OFAC FAQs to clarify and refine the prohibitions

• Uyghur Human Rights Policy Act 

− Required federal U.S. government bodies to report on human rights abuses by the Chinese Communist Party and government 

against Uyghurs in Xinjiang, China, including internment in the Xinjiang re-education camps

• Entity List Designations

− Established license requirements under the EAR for exports to listed persons that are independent of standard EAR license 

requirements

• Numerous Other Actions

− The TikTok and WeChat EOs—presently in litigation

− Huawei and ZTE issues

− Trade war and tariffs

China—Extensive Actions During the Trump Years
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• Many predict that the Biden Administration is unlikely to reverse the Trump Administration’s challenge to 

China’s technology industry and companies, but that Biden will chart a more targeted approach and try to 

involve allies

• Biden’s approach likely will be more muted and less antagonistic

• An anticipated cornerstone of Biden’s approach will be to try to align Western democracies and pressure 

China

• Biden will be faced with decisions about whether to overturn specific Trump Administration actions like 

the banning of U.S. person transactions with WeChat and TikTok and possibly some amelioration of the 

blacklisting of Huawei

• We do not expect to witness a sea change in 2021, but rather we expect that the Biden Administration 

will develop refinements to the various sanctions and other China-related national security-based actions

• We also do not expect that Biden will be a push-over on China’s human rights and civil liberties issues

− Sanctions may be enhanced as well as export controls to try to achieve progress with China

− E.g., bipartisan support for new export controls on emerging technologies such as facial recognition systems, 

machine learning, and AI technology—to curtail U.S. technological support of China’s human rights atrocities

China Under the Biden Administration
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• Sanctions against Russia multiplied under the Trump Administration in response to numerous events

− Continued Russian hostilities concerning Ukraine

− U.S. election interference and other malicious cyber activities

− Continued human rights abuses (Magnitsky)

− Use of a chemical weapon (March 2018 nerve agent attack on UK citizen and former Russian military intelligence officer Sergei

Skripal and his daughter)

− Weapons proliferation, illicit trade with North Korea, and support to Syria and Venezuela

• As of today, the U.S. now has a menu of sanctions targeting Russia

− Blocking and other sanctions against Russian persons (particularly, oligarchs)

− Sectoral sanctions (begun in 2014) apply to specific entities in Russia’s financial, energy and defense sectors and to the 

development of Russian deepwater, Arctic offshore, or shale oil projects (targeted, not blanket prohibitions that restrict U.S. persons 

from engaging in specific transactions)

• We expect significant sanctions will remain and some more could be added targeting Russia as events develop

− Vladimir Putin will not likely curtail activities that the U.S. has found troublesome

− Just this week, Jake Sullivan, called for Russian authorities to release Alexei Navalny, the Putin opponent who was arrested on his 

return home from Germany where he had spent a half year recovering from exposure to a Soviet-era Novichok nerve agent

Russia—Possibly The Same Course From A Sanctions Picture
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• In July 2015, President Obama entered into the Joint Comprehensive Plan of Action (JCPOA) with the goal to 

ensure that "Iran's nuclear program will be exclusively peaceful"

− Offered Tehran billions of dollars in sanctions relief in exchange for agreeing to curb its nuclear program

− The Obama Administration supported the U.N. Security Council’s lifting of sanctions

− Iran agreed to a 10-year restriction on nuclear production, shut down thousands of centrifuges, and agreed to permit 

international inspectors to access to suspected nuclear weapons-related sites

• Deal was controversial for a number of reasons, including criticism that the deal did not curtail certain actions 

such as Iran’s pursuit of a ballistic missile program, allegations that Iran did not abide by it and deep concerns 

expressed by Israel and Saudi Arabia

• While campaigning, President Trump called it “the worst deal ever,” and once in office, Trump withdrew from 

the JCPOA and reimposed sanctions on Iran—“Maximum Pressure”

− Comprehensive unilateral sanctions against Iran

− No U.S. person may do business with Iran (includes independently operating foreign subsidiary of a U.S. company)

− Non-U.S. persons are subject to “secondary sanctions” risks for business activities with Iran

• The Trump Administration also engaged in other aggressive actions such as the targeted killing of Qasem 

Soleimani

Iran Under the Trump Administration
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• The Biden Administration is expected to take steps to rejoin the JCPOA, or at least join with allies in a 

multilateral approach to Iran

• However, we do not expect a reversion to the Obama Administration’s exact position

− Biden supported the Iran deal, but expressed concern about whether it would prevent Iran from developing a 

nuclear weapon

− Jake Sullivan, Biden’s pick for National Security Adviser, was skeptical of aspects of the JCPOA

• The Biden Administration has set forth the following goals

− Bringing Iran back into compliance with the nuclear deal

− Expanding that pact to take into account non-nuclear behavior that was not covered by the initial agreement

• Difficulties already have surfaced: Iran has said it will only return to compliance if the U.S. rejoins the 

JCPOA and rescinds sanctions that President Trump reimposed

• Regardless of how the Biden Administration navigates these difficult issues, we do not expect these 

moves will have a material affect on prospects for U.S. persons to do business in or with Iran in the near 

term—perhaps for the entirety of Biden’s four years—because U.S. primary sanctions are unlikely to be 

curtailed

Iran Under the Biden Administration
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• The Trump Administration imposed significant sanctions targeting the corrupt Maduro regime: the goal 

has been to dislodge Maduro and establish a new government in control of the country, led by Juan 

Guaidó

− For more than a decade, the United States has imposed sanctions in response to activities of the Venezuelan 

government and Venezuelan individuals, and the Trump Administration significantly expanded those sanctions

− At the present time, OFAC has imposed sanctions on about 160 Venezuelan or Venezuelan-connected individuals

− There are sanctions imposed on Venezuela’s state oil company (Petróleos de Venezuela, S.A., or PdVSA), 

government, and central bank

− In 2020, the Trump Administration extended sanctions to subsidiaries of Russia’s Rosneft state-controlled oil and 

gas company for assisting PdVSA and sanctioned foreign shipping companies for transporting Venezuelan oil

• The Trump Administration has not been insensitive to the suffering of Venezuelan people—in April 2020, 

OFAC issued guidance encouraging organizations delivering humanitarian aid to Venezuela to report any 

sanctions-related barriers that they may face so that such issues can be resolved

Venezuela Under the Trump Administration
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• The Biden Administration appears to have somewhat consistent views as the Trump Administration on 

Maduro and Venezuela—plus, powerful Democrats support the Guaidó opposition

• Maduro has been messaging a desire for engagement with Biden

− Maduro’s allies have publicly asked Biden to roll back a “cruel” sanctions policy and engage in diplomacy, 

suggesting the reopening of the U.S. Embassy and the release of jailed U.S. citizens

− But, flashback to November 2016, “I aspire, hope and will work so that with […] Donald Trump, Venezuela will have 

better relations of respect with the United States… and overcome… [the] grave errors committed by George W. 

Bush which were sadly deepened by Obama” – Maduro, as quoted by https://venezuelanalysis.com/news/12795

• Doubtful right now that there will be a material pull back on the existing sanctions in the near term

− Could see slight changes on policy

− Perhaps some additional licensing as an effort at diplomacy

− Perhaps initiatives to try to gain assistance from Russia and others

− Possible indictments of Venezuelan governmental officials 

Venezuela Under the Biden Administration
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• The Cuba embargo started shortly after Fidel Castro took power in 1959

− The Obama Administration restored full diplomatic relations in 2015 and eased or lifted many of the sanctions

− At the end of the Obama Administration, U.S. companies were excited about prospects of business activity in Cuba, 

approvals of which were tied to whether and to what extent the activity would be for the benefit of the Cuban people

− Changing the relationship with Cuba was one of President Obama’s main foreign policy achievements

• Very quickly, the Trump Administration reversed President Obama’s initiatives and reimposed the total 

embargo

− Considerations driving the reversal included domestic politics (the Cuban American vote) as well as serious foreign 

policy and human rights issues, including that Cuba harbors U.S. fugitives, has refused to extradite Colombian 

guerrilla commanders and has supported the Maduro regime in Venezuela

− Cuba—along with Iran—is a sanction program that designates independently-operating foreign companies that are 

U.S. owned as U.S. persons, extending and expanding primary sanctions worldwide  

− This month, the Trump Administration re-designated Cuba as a “state sponsor of terrorism” adding new sanctions 

against Cuba

Cuba Under the Trump Administration
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• We expect that the Biden Administration will move over time to reverse a number of the Trump 

Administration sanctions against Cuba and try again to normalize relations with Cuba

• However, these possible initiatives do not appear to be a top priority, except to the extent that Cuba 

factors into other troubled areas, such as Venezuela and Russia

• We expect that through licensing or modification to OFAC’s sanctions before the Biden Administration's 

four-year term is complete, travel restrictions, investment and other activities that are considered 

important to promote well being for the Cuban people will be eased, but human rights issues will still 

need to be addressed

Cuba Under the Biden Administration



Confidential & Proprietary ©2021 Vinson & Elkins LLP  velaw.com

Austin

T  +1.512.542.8400

Dallas

T  +1.214.220.7700

Dubai

T  +971.4.330.1800

Houston

T  +1.713.758.2222

London

T  +44.20.7065.6000

New York

T  +1.212.237.0000

Richmond

T  +1.804.327.6300

Riyadh

T  +966.11.250.0800

San Francisco

T  +1.415.979.6900

Tokyo

T  +81.3.3282.0450

Washington

T  +1.202.639.6500

Questions?

Damara L. Chambers

dchambers@velaw.com

202-639-6750

Washington, D.C.

David R. Johnson

drjohnson@velaw.com

202-639-6706

Washington, D.C.

Jeremy C. Marwell

jmarwell@velaw.com

202-639-6507

Washington, D.C.

mailto:dchambers@velaw.com
mailto:drjohnson@velaw.com
mailto:jmarwell@velaw.com

